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RiskSecure Overview 
 

RiskSecure Mobile Fraud Detection Module (MFD) is a powerful mobile Fraud and Risk management solution designed to detect 

and alert operators to high-risk individual subscribers, high-risk subscriber groups, differences among profiles and fraud 

targeted geographic areas. In addition, the system is highly effective at detecting targeted or collusive customers who are 

subject to fraud schemes such as laundering, skimming and employee swindles. 

 

The MFD system provides fraud detection and analytical tools to identify high-risk customer activity and allow customer 

analysts to make informed decisions quickly and accurately regarding the status of the customer account. This early detection 

results in a substantial reduction of fraud losses.  In addition, MFD provides a suite of system management functions for 

prioritizing and organizing the workflow of alerts for review and measuring the performance of the customer risk model and the 

efficiency of the analysts.  

 

 

RiskSecure Mobile Fraud Detection Scoring Engine 
 

MFD operates in near real time or batch mode and is implemented in a distributed processing environment. The MFD includes 

network pattern-recognition software, a custom network Model developed using call, merchant and payment card (credit and 

debit) transactional data, and an Active Subscriber History Database (ASHD) which typically holds subscriber account activity. 

²ƘŜƴ ŀ ǎǳōǎŎǊƛōŜǊΩǎ ŀŎǘƛǾƛty is assessed a high-risk score by the neural network, or matches a fraud detection rule, it is tagged 

as an alert and routed to the Dashboard system.    

MFD Analysis / Review System 
 

The MFD is a Web based application that includes: 

Á Alerter 

Á Dashboard 

Á Customer Profiler 

Á Syndicate Tracker 

Á Case Manager  

Á Workflow Manager 

Á Parameter Adjuster 

Á Advanced Customer and Transaction Scenario searcher 

Á Customer Online Trends and Patterns 

Á Hot list  and global watch list name matcher 

Á External Search (Internet connectivity required) 

Á Any number of Supervisor and Case Management Users 
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The Supervisor has the ability to create and deploy targeted fraud detection rules, define workflow and queues for analysts and 

generate reports on the customer portfolio.  The Case Management Workstations provide a wide range of customer fraud 

control functions. 

MFD s database is used for review of fraud alerts and historical behavior as well as the creation and refinement of fraud 

detection rules.  The MFD database typically contains customer/merchant / transaction history, previous fraud alerts for each 

customer, the fraud detection rule set in the production environment and information regarding MFD system and analyst 

performance.  HLBNGA consults with our clients to define which customer and transaction information and data elements will 

be displayed within the MFD Supervisor and Case Management Workstation screens.  Generally speaking, any customer or 

transactional information that is available in the MFD database or present in the transaction data can be displayed on the client 

screens. 
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MFD Reports 
 

The MFD system provides a comprehensive set of pre-defined reports related to fraud detection and system performance.  

Further, it offers a Report Wizard to enable users to define particular report parameters such as time period, conditions, 

reviewer and a number of others reports.  MFD has a comprehensive report object facility, enabling the deployment of 

additional without significant development.  The following is a subset of the standard reports included in the product: 

 

Á Various Detection Scenarios 

Á Total Fraud Losses 

Á Rule Performance Alert 

Á Reviewer Performance Summary by Date / Reviewer 

Á Transactions Scored 

Á Customer Activity Review 

Á Action Reports by Date 

Á Actions by Team/Reviewer 

Á Actions by All/Portfolio 

Á Reviewer Audit 

Á System Audit 

Á Queue Status 
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Case Management 

The cases are presented in order of importance as indicated by user-defined alert prioritisation, which enables users to focus 
efficiently on the most important or riskiest cases first.  

The Case Management System 
performs a variety of tasks: 

¶ Manage workflow 

¶ Assign cases based on 
complex criteria 
(queuing) or time periods 

¶ Automated reporting 

¶ Improve efficiency and 
productivity 

¶ Use visual 
representations to assist 
in case evaluation  

¶ Ad hoc query and analyse 
data using RiskSecure 
Report Writer 

¶ Alerter and case tracker. 

 

 

Benefits 

V Provides daily subscriber volume and transaction scoring to identify high-risk activity. 

V Supports user-defined detection strategies that match daily activity and variances against 

conditions that embody suspicious subscriber behavior. 

V Web based Case Management automates fraud control and workflow. 

V Extensive management reports identify emerging fraud trends, and perform statistical analysis on 

system effectiveness and the productivity of analysts. 

RiskSecure includes Syndicate tracking for reviewing 

fraud groups and profiles 
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MFD System Architecture and Dataflow 
 

The Scoring Engine (SE), the application that implements the Fraud Detection model. The MFD requires a transaction data feed 

from the processing or transaction authorization system.  HLBNGA clients typically develop a simple program for formatting the 

data and sending messages to the MFD for processing. RiskSecure can add additional data from other systems besides the core 

system, to combine one consolidated data view for a user. 

 

For each posting, the RiskSecure MFD computes a fraud score measuring 

the probability that the subscriber account has been compromised. 

Fraud scores are computed in two steps: 

 

1. RiskSecure MFD calculates the change in subscriber behavior by comparing 

ǊŜŎŜƴǘ ŀŎǘƛǾƛǘȅ ǿƛǘƘ ǘƘŜ ǎǳōǎŎǊƛōŜǊΩǎ ōŀǎŜƭƛƴŜ ōŜƘŀǾƛƻǊΦ ¢Ƙƛǎ ǘŀǎƪ ǳǘƛƭƛȊŜǎ ŀƭƭ 

ŀǾŀƛƭŀōƭŜ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ ǎǳōǎŎǊƛōŜǊΩǎ ŀŎŎƻǳƴǘ ǘǊŀƴǎŀŎǘƛƻƴǎΥ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ŘŀǘŀΣ ǊŜŎŜƴǘ ŀŎŎƻǳƴǘ ŀŎǘƛǾƛǘȅΣ ŎƘŀƴƎŜ ƛƴ ŀŎŎƻǳƴǘ 

ǳǎŀƎŜΣ ŀƴŘ άƴƻƴ-ƳƻƴŜǘŀǊȅέ Řŀǘŀ ǎǳŎƘ ŀǎ ŀŎŎƻǳnt open date.   

2. The MFD compares each change in the subscriber behavior with its knowledge base, referred to as leading practice 

database, of known cases of fraudulent and legitimate behavior. The system generates a fraud score.  The higher the 

score, or risk level, the greater the probability of fraudulent behavior. MFD provides the basis for its decision by providing 

the reasons for the score. 

RiskSecure MFD Architecture & Dataflow 
RiskSecure MFD utilizes available input streams to take advantage of all information on each transaction. The master file (both 

monetary and non-monetary), transaction information, date features and customer risk measures are combined to provide the 

best representation of the subscriberΩs behavior.  Once the subscriber activity is scored, it is sent to the RiskSecure MFD system 

for workflow management. 

 

The RiskSecure MFD system is a Web based application that includes the subscriber database server and any number of 

RiskSecure MFD Supervisor and Case Management Users.  MFD includes an automated utility, that populates and updates the 

database with the transaction and customer data, applies near real-time fraud detection rules to the transaction, distributes 

alerted transactions into the workflow queues defined by the supervisor and logs bad data (e.g. incomplete transactions, 

duplicate transactions, etc.) in the data integrity monitor.  After the data is transferred to the queues, the transactions are 

available for analysts through the RiskSecure MFD Case Management Module. 

 

 

 

 

 

 

RiskSecure includes an 

Advanced Dashboard and 

Alert Monitor Module 
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MFD Rule Manager 
 

RiskSecure MFD integrated Rule Manager allows supervisors to deploy customized rules-based strategies that embody profiles 

of high-risk subscriber behavior. If a transaction meets the criteria established for a strategy, it is automatically routed to a 

ŦǊŀǳŘ ŀƭŜǊǘ ǉǳŜǳŜΣ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ ŦǊŀǳŘ ǎŎƻǊŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǘǊŀƴǎŀŎǘƛƻƴ ōȅ wƛǎƪǎŜŎǳǊŜΩǎ ƳƻŘŜƭΦ {ǘǊŀǘŜƎƛŜǎ Ŏŀƴ ōŜ ŘŜŦƛƴŜŘ 

and built within RiskSecure MFD using any element (or combination of elements) available in the transaction data stream. 

Strategies can also take into account customer master file data.  

 

Suspicious transactions identified by the MFD network fraud detection model can be used to augment existing strategies. This 

enables the system to continually enhance its fraud detection capabilities.   

 

¢ƘŜ ǊǳƭŜǎ ŀƭƭƻǿ ŀƴŀƭȅǎǘǎ ǘƻ ǊŜǾƛŜǿ ǘǊŜƴŘǎ ƛƴ Řŀǘŀ ƻǾŜǊ ǘƛƳŜΣ ǎǳŎƘ ŀǎ ǎŜǾŜƴΣ олΣ ƻǊ фл ŘŀȅǎΣ ōȅ ŎƻƳǇŀǊƛƴƎ ƻƴŜ ǇŜǊƛƻŘΩǎ Řŀǘŀ 

against a prior period.  MFD provides the ability to calculate the summarized data points on a per subscriber basis, then to 

ǊŜŎŀƭŎǳƭŀǘŜ ǘƘŜ ǇǊƛƻǊ ǇŜǊƛƻŘǎ ǿƛǘƘ ǘƘŜ ŎǳǊǊŜƴǘ ŘŀȅΩǎ ǘǊŀnsaction contribution. 

MFD also supports transaction-oriented rules. These rules allow the operator to use transaction data, customer data, velocity 

(day history reports), and the prior day's roll-up calculations (yesterday, 7, 30, and 90) in the rule definition.  For example, 

comparisons can be made of transaction amounts with the average ticket amount from the last 90 days.  If the difference 

exceeds a certain percentage or amount, the system will generate an alert. Transaction-oriented rules are processed as 

transactions are input to the MFD Customer Analysis) system. 
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About RiskSecure 
 

RiskSecure is a mobile-based transactions services business that provides fraud prevention to the finance, telecommunications, 

retail and e-commerce sectors. Using risk management and analysis tools, RiskSecure is able to predict and prevent fraud.   

MFD, a product of HLBNGA. a leading provider of intelligent decision-support solutions for the financial services and e-

ŎƻƳƳŜǊŎŜ ƛƴŘǳǎǘǊƛŜǎΦ aƻǎǘ ƛƳǇƭŜƳŜƴǘŜŘ !a[ ŀƴŘ wŜǇƻǊǘƛƴƎ ǎȅǎǘŜƳ ŦƻǊ .ǊŀƴŎƘƭŜǎǎ .ŀƴƪƛƴƎ όaƻōƛƭŜ .ŀƴƪƛƴƎύ wƛǎƪ{ŜŎǳǊŜΩǎ 

products incorporate innovative pattern-recognition technologies ideally suited for data-intensive, real-time decision 

applicaǘƛƻƴǎΦ ¢ƘŜ ŎƻƳǇŀƴȅΩǎ ǇǊƻŘǳŎǘǎ ǇǊƻǾƛŘŜ ǇǊŜŘƛŎǘƛǾŜ ŦǊŀǳŘ ŘŜǘŜŎǘƛƻƴ ŀƴŘ ŎŀǎŜ ƳŀƴŀƎŜƳŜƴǘ ŦƻǊ Ŝ-commerce fraud, credit, 

debit, retail and commercial card fraud, as well as merchant fraud, money laundering and customer relationship management.  

The additional advantage of MFD is that HLBNGA have built in all the requirements, which Financial Institutions have to adhere 

to the Basel II requirements i.e. Event Logger, Provision Creator etc saving clients a huge amount of time and money. 

 

 


